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1. R

OTP NVM (One Time Programmable Non-Volatile Memory), BlRAIRIE—RVIEZ K IETZME, (ERXTLE,
FLASH #i&ERI ZRIZE,

OTP I EMEXIFK D AL LXK (Secure OTP) FNIEFZLX (Non-Secure OTP) , FEZEMHR (Fl0U-
Boot, UserSpace) AJMEZFIEEILZEXEIE, BERTNEBREREXEE, —REUREIEE S F0E
FELXig, RAELZSMAE (Flf0Miniloader/SPL, OP-TEE) BIMUEIEFELRZLXIFOTP,

X FREMRMIEL 2 MFE X BRF R TrustZoneMTEERIR, ATESE
{Rockchip_Developer_Guide_TEE_SDK_CN.md) 3 ARM EH#&#l,

2. Non-Secure OTP

2.1 OTP Layout
RK & Non-Secure OTP Layout Z5ME AR, K/NHRBESH MR
2.1.1 RV1126/RV1109

RV1126/RV1109 Non-Secure OTP faB 805K 1-1 Fi7: -

Type Range [bytes] Description

SYSTEM 0x000 ~ 0xOFF system info, read only

OEM 0x100 ~ Ox1EF oem zone for customized
RESERVED 0x1F0 ~ Ox1F7 reserved

WP 0x1F8 ~ 0x1FF write protection for oem zone

£k 1-1 RV1126/RV1109 Non-Secure OTP Layout

2.2 OEM Zone

RK & OTP filig OEM X5, AEEFFHEEEXEIE, thil : B35, MAC #tilt, =R{ELEE. &
HEFEXHIRE API 3 OEM KIF#H TIEE, B OTP Layout EEESHF R OEM ZFF. il :
RV1126F9 OTP_OEM_OFFSET 3 0x100, RANGE 3 0x100 ~ 0x1EF, TOTAL SIZE /3 240 bytes,
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2.2.1 OEM Read

/%
* @offset: offset from oem base
* @buf: buf to store data which read from oem
* @len: data len in bytes
*/
int rockchip_otp_oem_read(int offset, char *buf, int len)

{
int fd = 0, ret = 0;

fd = open("/sys/bus/nvmem/devices/rockchip-otp@/nvmem", O_RDONLY);
if (fd < 0)
return -1,

ret = lseek(fd, OTP_OEM_OFFSET + offset, SEEK_SET);
if (ret < 0)
goto out;

ret = read(fd, buf, len);
out:
close(fd);

return ret;

2.2.2 OEM Write

1, % OEM Write BI#EEMFREEHF %, BHNERZTIZRE,

int rockchip_otp_enable_write(void)

{
char magic[] = "1380926283";

int fd, ret;

fd = open("/sys/module/nvmem_rockchip_otp/parameters/rockchip_otp_wr_magic",
O_WRONLY);
if (fd < 0)
return -1;

ret = write(fd, magic, 10);
close(fd);

return ret;

2, BANBIRERNKFEEFB4FZ TN, BESEARFRINCERF, ANEESERIPRETIXER
EER.

/*
* @offset: offset from oem base, MUST be 4 bytes aligned
* @buf: data buf for write
* @len: data len in bytes, MUST be 4 bytes aligned
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*/
int

{

out:

rockchip_otp_oem_write(int offset, char *buf, int len)

int fd = 0, ret = 0;

/* MUST be 4 bytes aligned */
if (len % 4)
return -1;

fd = open("/sys/bus/nvmem/devices/rockchip-otp®/nvmem", O_WRONLY);

if (fd < 0)
return -1;

ret = lseek(fd, OTP_OEM_OFFSET + offset, SEEK SET);

if (ret < 0)
goto out;

ret = write(fd, buf, len);

close(fd);

return ret;

2.2.3 Demo

1, OEM XiF [RFBOMNMNIEEA 0~ 15

void demo(void)

{

char buf[16] = {©®, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12,

int ret = 0;
ret = rockchip_otp_enable_write();
if (ret < 0)

return ret;

rockchip_otp_oem_write(0, buf, 16);

13, 14, 15 };

2, 1@id OEM Read 5# hexdump SRREFLER, W THBEIMNEE OEM Xig#iE

# hexdump -C /sys/bus/nvmem/devices/rockchip-otp@/nvmem
00000000 52 56 11 26 91 fe 21 4b 50 41 30 31 37 00
00000010 00 00 00 00 10 25 16 12 2f 0e Of 00 08 00
00000020 00 OO0 0O eO Oa el OGa 1le 0O 0O OO OO GO 00
00000030 OO0 00 GO OO OO OO0 OO0 GO 06O OO0 00 60 00 66

*

00000100 00 01 02 03 04 05 06 07 08 09 0a Ob 6C Od
00000110 00 00 0O OO0 00 OO GO GO 06O 00 00 00 00 60

*

000001e@ OO0 00 0O 0O OO OO0 OO0 GO 00 0O 60 00 00 60
000001f0 00 00 00 00 OO GO GO GO Of 00 00 00 00 00

00
00
00
00

Oe
00

00
00

00
00
00
00

of
00

00
00
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3. Secure OTP

Secure OTPHFNIE L REMOEM Zone XA LUK ER P ARINEREXK,

3.1 Protected OEM Zone

JZOEM Zone XIF {5517 EOP-TEE 0S LAY & & Trust Application(TARZ ) B, IEZESHRTEERE
BB IZOEM ZoneXi%, FRERELIELZ 2 RIVBUREBIEREINERIZOEM ZoneXid,, RK3588F 5tk
#5 X 7] Protected OEM Zone /B IhaE, —B X FREINEE, [T EBIEE Protected OEM Zone,

3.1.1 TRTEER
Platform Protected OEM Zone Size Support Write Lock
RV1126/RV1109 2048 Bytes Not Support
RK3308/RK3326/RK3358 64 Bytes Not Support
RK3566/RK3568 224 Bytes Not Support
RK3588 1536 Bytes Support

3.1.2 EAAE

BRE&ESZ (Rockchip_Developer_Guide_ TEE_SDK_CN.md) X1, 4Ri¥i&{T rk_tee_user/ HR FHICA
TAR A, DemolEEZErk_tee_user/v2/ta/rk_test/rktest_otp.c, #rktest_otp.c XA AIFENEZEIETAREREIL
TEERENA,

FREX Protected OEM Zone Size

static TEE_Result get_oem_otp_size(uint32_t *size)
{
TEE_UUID sta_uuid = { 0x527f12de, 0x3f8e, 0x434f,
{ ox8f, 0x40, O0x03, O0x07, Oxae, 0x86, 0Ox4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)

{
EMSG("TEE_OpenTASession failed\n");
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return res;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_OUTPUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_InvokeTACommand(sta_session, 0, 160, nParamTypes,
taParams, &origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

}

*size = taParams[0].value.a;

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

i%EY Protected OEM Zone

/*

* read_offset : RBX{EIMNO - (size - 1)
* read_data: BHEFEHRETAREXHNTE

* read_data_size ! FEEVKE, UFETHEBEM
*/

static TEE_Result read_oem_otp(uint32_t read_offset, uint8_t *read_data, uint32_t

read_data_size)
{
TEE_UUID sta_uuid = { 0x527f12de, 0x3f8e, 0x434f,
{ ox8f, 0x40, Ox03, 0x07, Oxae, 0x86, 0Ox4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_MEMREF_INOUT,
TEE_PARAM_TYPE_NONE,



TEE_PARAM_TYPE_NONE) ;

taParams[0] .value.a = read_offset;
taParams[1].memref.buffer = read_data;
taParams[1].memref.size = read_data_size;

res = TEE_InvokeTACommand(sta_session, 0, 130, nParamTypes,
taParams, &origin);
if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

JRE Protected OEM Zone

/%
* write_offset ! {RBXIEIMNO - (size - 1)
* write_data: BHIEFERTAREXNEE
* write_data_size : REKE, UFHAEA
*/
static TEE_Result write_oem_otp(uint32_t write_offset, uint8 t *write_data,
uint32_t write_data_size)
{
TEE_UUID sta_uuid = { 0x527f12de, 0x3f8e, 0x434f,
{ ox8f, 0x40, Ox03, 0x07, Oxae, 0x86, 0Ox4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res,;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_MEMREF_INOUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

taParams[0].value.a = write_offset;



taParams[1].memref.buffer = write_data;
taParams[1].memref.size = write_data_size;

res = TEE_InvokeTACommand(sta_session, 0, 140, nParamTypes,
taParams, &origin);
if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned O0x%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

% ] Protected OEM Zone B IfEE

enum rk_otp_flag_type {
LIFE_CYCLE_TO_MISSIONED,
OEM_OTP_WRITE_LOCK,

3

#define CMD_SET_OTP_FLAGS 170

static TEE_Result set_oem_otp_write_lock(void)
{

TEE_UUID sta_uuid = { 0x527f12de, 0Ox3f8e, 0x434f,
{ ox8f, 0x40, Ox03, 0x07, Oxae, 0x86, 0Ox4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

taParams[0].value.a = OEM_OTP_WRITE_LOCK;

//disable Protected OEM Zone write from 0 to 511

taParams[0].value.b = 0;

res = TEE_InvokeTACommand(sta_session, 0, CMD_SET_OTP_FLAGS, nParamTypes,
taParams, &origin);



if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

//disable Protected OEM Zone write from 512 to 1023

taParams[0].value.b = 1;

res = TEE_InvokeTACommand(sta_session, ©, CMD_SET_OTP_FLAGS,
taParams, &origin);

if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

//disable Protected OEM Zone write from 1024 to 1535

taParams[0].value.b = 2;

res = TEE_InvokeTACommand(sta_session, ©, CMD_SET_OTP_FLAGS,
taParams, &origin);

if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

LT 2 TA £ Protected OEM Zone &% Demo -

TEE_Result demo_for_oem_otp(void)

{

TEE_Result res = TEE_SUCCESS;
uint32_t otp_size = 0;

res = get_oem_otp_size(&otp_size);

if (res != TEE_SUCCESS) {
EMSG("get_oem_otp_size failed with code 0x%x", res);
return res;

}
IMSG("The OEM Zone size is %d byte.", otp_size);

uint32_t write_len = 2;
uint8 t write_data[2]
uint32_t write_offset

I~

{0xaa, Oxaa};
0;

res = write_oem_otp(write_offset, write_data, write_len);
if (res !'= TEE_SUCCESS) {
EMSG("write_oem_otp failed with code Ox%x", res);
return res;

}

nParamTypes,

nParamTypes,

IMSG("write_oem_otp succes with data: 0x%x, Ox%x", write_data[0],
write_data[1]);

uint32_t read_len = 2;



uint8 t read_data[2];
uint32_t read_offset = 0;

res = read_oem_otp(read_offset, read_data, read_len);
if (res != TEE_SUCCESS) {
EMSG("read_oem_otp failed with code Ox%x", res);
return res;

}

IMSG("read_oem_otp succes with data: 0x%x, Ox%x", read_data[0],
read_data[1]);

return res;

3.2 Non-Protected OEM Zone

J%ZOEM ZoneXF AT LA#U-Boot# UserSpaceldl f, HIESREBEEIEREHARED,

B FNon-Secure OTPEIFIR/NUAREZLEHAEZZERE, BRI{XEFS T A Non-Secure OTPE FEEOEM ZonelX
15, ¥FNon-Secure OTP;ZBEFIEOEM ZoneXIKHIFE, FAF XBEU-BootFlUserSpaceiZEOTPHIFE
K, AILAERIZOEM ZoneX i3,

3.2.1 TR/EH
Platform Non-Protected OEM Zone Size
RK3308/RK3326/RK3358/RK3566/RK3568/RK3588 64 Bytes

3.2.2 A%

U-Boot 3%EX Non-Protected OEM Zone, i&1EHF u-boot/lib/optee_clientApi/OpteeClientInterface.c
trusty_read_oem_ns_otp B%,

U-Boot /%5 Non-Protected OEM Zone, 15 u-boot/lib/optee_clientApi/OpteeClientInterface.c 7
trusty_write_oem_ns_otp B,

LU 2U-Boot f#F Non-Protected OEM Zone &% Demo .

uint32_t demo_for_oem_ns_otp(void)

{
TEEC_Result res = TEEC_SUCCESS;

uint32_t write_len = 2;
uint8_t write_data[2] = {0xbb, Oxbb};
uint32_t write_offset = 0;

res = trusty_write_oem_ns_otp(write_offset, write_data, write_len);
if (res != TEEC_SUCCESS) {
printf("trusty_write_oem_ns_otp failed with code 0x%x", res);
return res;
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printf("trusty_write_oem_ns_otp succes with data: 0x%x, 0x%x", write_data[0],
write_data[1]);

uint32_t read_len = 2;
uint8_t read_data[2];
uint32_t read_offset = 0;

res = trusty_read_oem_ns_otp(read_offset, read_data, read_len);
if (res != TEEC_SUCCESS) {

printf("trusty_read_oem_ns_otp failed with code 0x%x", res);

return res;

}

printf("trusty_read_oem_ns_otp succes with data: Ox%x, 0x%x", read_data[0],
read_data[1]);

return res;

UserSpace FAF ZE5c8% (Rockchip_Developer_Guide_TEE_SDK_CN.md) X#4, #%i¥ rk_tee_user/ B
THICARFA, AFECAHFEE

rk_tee_user/v2/host/rk_test/rktest.c F7 invoke_otp_ns_read # invoke_otp_ns_write BNZEAISCIL, HEEREIA
LU EEENA

#define STORAGE_CMD_READ_OEM_NS_OTP 13
/* byte_off X{@EM 0 - (size - 1) */
static uint32_t read_oem_ns_otp(uint32_t byte_off, uint8_t *byte_buf, uint32_t
byte_len)
{
TEEC_Result res = TEEC_SUCCESS;
uint32_t error_origin = 0;
TEEC_Context contex;
TEEC_Session session;
TEEC_Operation operation;
const TEEC_UUID storage_uuid = { 0x2d26d8a8, 0x5134, 0x4dds,
{ 0xb3, 0x2f, Oxb3, 0x4b, Oxce, Oxeb, Oxc4, 0x71 } };
const TEEC_UUID *uuid = &storage_uuid;

//[1] Connect to TEE

res = TEEC_InitializeContext(NULL, &contex);

if (res != TEEC_SUCCESS) {
printf("TEEC_InitializeContext failed with code 0x%x\n", res);
return res;

//[2] Open session with TEE application
res = TEEC_OpenSession(&contex, &session, uuid,
TEEC_LOGIN_PUBLIC, NULL, NULL, &error_origin);
if (res != TEEC_SUCCESS) {
printf("TEEC_Opensession failed with code 0x%x origin Ox%x\n",
res, error_origin);
goto out;

//[3] Start invoke command to the TEE application.

memset (&operation, 0, sizeof(TEEC_Operation));

operation.paramTypes = TEEC_PARAM_TYPES(TEEC_VALUE_INPUT,
TEEC_MEMREF_TEMP_OUTPUT,



TEEC_NONE, TEEC_NONE);
operation.params[0].value.a = byte_off;
operation.params[1].tmpref.size = byte_len;
operation.params[1].tmpref.buffer = (void *)byte_buf;

res = TEEC_InvokeCommand(&session, STORAGE_CMD_READ_OEM_NS_OTP,
&operation, &error_origin);
if (res != TEEC_SUCCESS) {
printf("InvokeCommand ERR! res= Ox%x\n", res);
goto out1l;

printf("Read OK.\n");
outl:
TEEC_CloseSession(&session);
out:
TEEC_FinalizeContext(&contex);
return res;

#define STORAGE_CMD_WRITE_OEM_NS_OTP 12
/* byte_off X[EM 0 - (size - 1) */
static uint32_t write_oem_ns_otp(uint32_t byte_off, uint8_t *byte_buf, uint32_t
byte_len)
{
TEEC_Result res = TEEC_SUCCESS;
uint32_t error_origin = 0;
TEEC_Context contex;
TEEC_Session session;
TEEC_Operation operation;
const TEEC_UUID storage_uuid = { 0x2d26d8a8, 0x5134, 0x4dd8,
{ o0xb3, ox2f, Oxb3, Ox4b, Oxce, Oxeb, 0xc4, Ox71 } };
const TEEC_UUID *uuid = &storage_uuid;

//[1] Connect to TEE

res = TEEC_InitializeContext(NULL, &contex);

if (res != TEEC_SUCCESS) {
printf("TEEC_InitializeContext failed with code 0x%x\n", res);
return res;

//[2] Open session with TEE application
res = TEEC_OpenSession(&contex, &session, uuid,
TEEC_LOGIN_PUBLIC, NULL, NULL, &error_origin);
if (res != TEEC_SUCCESS) {
printf("TEEC_Opensession failed with code 0x%x origin Ox%x\n",
res, error_origin);
goto out,;

//[3] Start invoke command to the TEE application.
memset (&operation, 0, sizeof(TEEC_Operation));
operation.paramTypes = TEEC_PARAM_TYPES(TEEC_VALUE_INPUT,
TEEC_MEMREF_TEMP_INPUT,
TEEC_NONE, TEEC_NONE);
operation.params[0].value.a = byte_off;
operation.params[1].tmpref.size = byte_len;



operation.params[1].tmpref.buffer = (void *)byte_buf;

res = TEEC_InvokeCommand(&session, STORAGE_CMD_WRITE_OEM_NS_OTP,
&operation, &error_origin);
if (res != TEEC_SUCCESS) {
printf("InvokeCommand ERR! res= Ox%x\n", res);
goto outl,

printf("write OK.\n");
outl:
TEEC_CloseSession(&session);
out:
TEEC_FinalizeContext(&contex);
return res,;

LT 2 UserSpace £ Non-Protected OEM Zone &% Demo :

uint32_t demo_for_oem_ns_otp(void)

{
TEEC_Result res = TEEC_SUCCESS;

uint32_t write_len = 2
uint8_ t write_data[2]
uint32_t write_offset

I ~-

{0xbb, 0xbb};
0;

res = write_oem_ns_otp(write_offset, write_data, write_len);
if (res != TEEC_SUCCESS) {
printf("write_oem_ns_otp failed with code 0x%x", res);
return res;
}
printf("write_oem_ns_otp succes with data: Ox%x, 0x%x", write_data[0],
write_data[1]);

uint32_t read_len = 2;
uint8_t read_data[2];
uint32_t read_offset = 0;

res = read_oem_ns_otp(read_offset, read_data, read_len);
if (res != TEEC_SUCCESS) {
printf("read_oem_ns_otp failed with code 0x%x", res);
return res;

}

printf("read_oem_ns_otp succes with data: 0x%x, 0x%x", read_data[o0],
read_data[1]);

return res;

3.3 OEM Cipher Key

%OEM Zone KA FEFEAFER, BR—BEEARAEN, AFRREEARAIUEREER

FRERME, MRIERATHE, REARRHREROREREUED, REEOMBEEORUKU-Boot

#UserSpacei@ o
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3.3.1 XH/FFH

Platform OEM Cipher Key Length

Is Support
Hardware Read

RK_OEM_OTP_KEYO0-3 (16 or 32 Bytes),

RV1126/RV1109 Not Support
RK_OEM_OTP_KEY_FW(16 Bytes)
RK3566/RK3568  RK_OEM_OTP_KEY0-3 (16 or 24 or 32 Bytes) Not Support
RK3588 RK_OEM_OTP_KEYO0-3 (16 or 24 or 32 Bytes) Support
3.3.2 RS E

U-Boot }#E5. OEM Cipher Key, 1578 u-boot/lib/optee_clientApi/OpteeClientInterface.c #
trusty_write_oem_otp_key EKIEH,

BKIEK uint32_t trusty_write_oem_otp_key(enum RK_OEM_OTP_KEYID key_id, uint8_t *byte_buf, uint32_t
byte_len)H key_id £5#950F :

enum RK_OEM_OTP_KEYID

3

RK_OEM_OTP_KEYO =
RK_OEM_OTP_KEY1 =
RK_OEM_OTP_KEY2 =
RK_OEM_OTP_KEY3
RK_OEM_OTP_KEY_FW = 10, //keyid of fw_encryption_key
RK_OEM_OTP_KEYMAX

~

W N P O ™M
~

~

FiRFEYTEFEES RK_OEM_OTP_KEY0. RK_OEM_OTP_KEY1. RK_OEM_OTP_KEY2.
RK_OEM_OTP_KEY3 ; RV1126/RV1109 FEEENZ 5k E RK_OEM_OTP_KEY_FW %%H,
RK_OEM_OTP_KEY_FW Z$AFZE T BootROM % Loader Eff, FAFWAILUERZZ AR S
EHE R Kernel Eff,

LUFRU-Bootl®E OEM Cipher Key &% Demo :

uint32_t demo_for_trusty write_oem_otp_key(void)

{

uint32_t res;

uint8_t key[16] = {
0x53, 0x46, Ox1f, 0x93, 0Ox4b, 0x16, Ox00, 0x28,
Oxcc, 0x34, Oxbl, 0x37, O0x30, Oxa4, 0x72, 0Ox66,

B

res = trusty write_oem_otp_key(RK_OEM_OTP_KEYO, key, sizeof(key));
if (res)

printf("test trusty write_oem_otp_key fail! 0x%08x\n", res);
else

printf("test trusty write_oem_otp_key success.\n");
return res,;
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U-Boot ¥R B BELJ%E OEM Cipher Key, 151EH u-boot/lib/optee_clientApi/OpteeClientInterface.c 7
trusty_oem_otp_key_is_written BI%,

M RU-BootH| @& B4R E OEM Cipher Key &% Demo :

void demo_for_trusty_oem otp_key_is written(void)

{

uint8_t value;
uint32_t res = trusty_oem_otp_key_is_written(RK_OEM_OTP_KEY®, &value);
if (res == TEEC_SUCCESS) {
printf("oem otp key is %s", value ? "written" : "empty");
} else {
printf("access oem otp key fail!");

54 RK3588 /A #F Hardware Read THEE, AP RI LA u-
boot/lib/optee_clientApi/OpteeClientInterface.c =) trusty_set_oem_hr_otp_read_lock B,

FERZEBECPURTARIARIZEH, BRABIBERAHIEREMNIEREMHANER, KIFHE5CPU
BEMNEMN, U EEHEENZEIAES crypolE Rt TINRESE, ERK3588 FHHE
RK_OEM_OTP_KEY0. RK_OEM_OTP_KEY1. RK_OEM_OTP_KEY2, ZBFZEHEREX CPU 3t
OTP Bt#ERIEEBR, LA Secure Boot. Security Level EF¥IEIFEEREIRR, PrLBFEEMHIA
BEERRIEBOTP MBI BB 2. ERK35881EFHIZRK_OEM_OTP_KEY3HY, BEZERHTR
RO TP R o2 SR,

LU 2 RK3588 & U-Boot £ Hardware Read THEEE % Demo

uint32_t demo_for_trusty set_oem_hr_otp_read_lock(void)

{

uint32_t res;

res = trusty_set_oem_hr_otp_read_lock(RK_OEM_OTP_KEYQ);
if (res)
printf("test trusty set_oem_hr_otp_read_lock fail! 0x%08x\n", res);
else
printf("test trusty_set_oem_hr_otp_read_lock success.\n");
return res;

U-Boot ffEFHOEM Cipher Key#{THNf#Z1R(E, 1EEF u-boot/lib/optee_clientApi/OpteeClientInterface.c
trusty_oem_otp_key_cipher Bi%{,

LT 2U-Bootf#f OEM Cipher Key &% Demo :

uint32_t demo_for_trusty_oem_otp_key_cipher(void)

{

uint32_t res;

rk_cipher_config config;

uintptr_t src_phys_addr, dest_phys_addr;
uint32_t key_id = RK_OEM_OTP_KEYO;
uint32_t key_len = 16;

uint32_t algo = RK_ALGO_AES;

uint32_t mode = RK_CIPHER_MODE_CBC;
uint32_t operation = RK_MODE_ENCRYPT;
uint8_t iv[16] = {



0x10, 0x44, 0x80, 0xb3, 0x88, Ox5f, 0x02, 0x03,
0x05, 0x21, Ox07, Oxc9, 0x44, 0x00, Ox1lb, 0x80,
3
uint8_t inout[16] = {
Oxc9, 0x07, 0x21, 0x05, Ox80, 0x1lb, 0x00, 0x44,
Oxac, 0x13, Oxfb, 0x23, 0x93, 0x4a, 0x66, Oxe4,
3

uint32_t data_len = sizeof(inout);

config.algo = algo;

config.mode = mode;
config.operation = operation;
config.key_len = key_len;
config.reserved = NULL;
memcpy(config.iv, iv, sizeof(iv));

src_phys_addr = (uintptr_t)inout;
dest_phys_addr = src_phys_addr;

res = trusty_oem_otp_key_cipher(key_id, &config,
src_phys_addr,
dest_phys_addr,
data_len);
if (res)
printf("test trusty oem_otp_key phys cipher fail! 0x%08x\n", res);
else
printf("test trusty_oem_otp_key_ phys_cipher success.\n");

return res;

UserSpace I/ B HIfE/ OEM Cipher Key 5 U-Boot iid$il, @FEZEFIEE L U-Boot SEEHIERE
OEM Cipher Key AZ,

UserSpace FAFP IR BEH1{#F OEM Cipher Key i5£% librkcrypto/demo/demo_otpkey.c, librkcryptofREZF13Z
# {Rockchip_Developer_Guide_Crypto_ HWRNG_CN.pdf) ERI\BEELEISDKH,

Android¥ & : librkeryptoiREFS7Ehardware/rockchip/B & o

Linux®F8& : librkcryptoJRfS{Eexternal/ B R o
3.4 OTP Life Cycle
BB F B ZFFOTP Life Cycle, E{EAREHIOTPHEIBEAREMAHEE RRAILRIR,

3.4.1 TREAR
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Platform OTP Life Cycle Type A

Blank EX 1B RS RIIEENPE, MissionedPfiE&
EERRRE, EENRETER, =RM
BRI LSRR AMBANPRB R, EANBRTER R AE
RK3588 Blank/Tested/Provisioned/Missioned HASRERM . T T B EProvisionedfit
E&, OEMAJLUEFEH AMissionedfER, OEMM
ProvisionedPft E&i# A MissionedPER iS5, EE5
OTPEUBIRER RN AL T E,

3.4.2 NpRTE

LUF ARK3588 OTP{EProvisionedBft EXF1Missioned T EXBVIR B PR IFR, HAP RW RRAIEE, R FR/RH

iz Provisioned Missioned % EA

Secure o 1 1 1y
E R P EHEEfEHSecure BootThEE, FEF/ESecure BootIIEEGF BEEHOTP

Boot .
Enabl RW R Life Cycle, Secure Booti¥ il

nable
- ((Rockchip_Developer_Guide_Secure_Boot_Application_Note_EN.Ind))

ag
RSA
Public RW R EL
Hash
Securit ERAFEEEARBETEIENRE, FEiERESSecurity Level G ¥ 8EEROTP
Level Y RW R Life Cycle, Security Leveli¥M {Rockchip_Developer_Guide_TEE_SDK_CN)

eve

X1

OEM .

, FTIRE . . i
Cipher RW B 1 OEM Cipher Key Z¥
Key0-2
Fw N

) TIREN . g A BT A Aok A R A G725

encryption RW B TERFINZFLoaderEH, BootRom/BEIM ER S fE A ZE AR
key

3.4.3 ERAE

BHAIEROTP Life Cycle REETE R REW, FERFOTP Life Cycle AProvisionedB ER2X A Missioned it
E%, APEHLEZE (Rockchip_Developer Guide TEE_SDK_CN.md) X#4, #RIF551T rk_tee_user/ BRT
BICA TARZF, FARRTETAIEAMA LA TEEENR,

enum rk_otp_flag type {
LIFE_CYCLE_TO_MISSIONED,
OEM_OTP_WRITE_LOCK,

3

#define CMD_SET_OTP_FLAGS 170

static TEE_Result set_otp_life_cycle_to_missioned(void)
{

TEE_UUID sta_uuid = { 0x527f12de, 0x3f8e, 0x434f,

{ ox8f, 0x40, Ox03, 0x07, Oxae, 0x86, 0x4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
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TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, O, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res,;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

taParams[0].value.a = LIFE_CYCLE_TO_MISSIONED;

res = TEE_InvokeTACommand(sta_session, 0, CMD_SET_OTP_FLAGS, nParamTypes,
taParams, &origin);

if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;
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